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IY. FXECUTIVE SUMMARY
BACKGROUND '

valuable U.S. unclassified technology with military application is
leaving our shores and is providing our adversaries with the means to-
increase their military potential to the detriment of U.S. national
security interests. The U.S. intelligence community has concluded that’
1f this situation is allowed to continue, the military posture of our
adversatries will improve at an accelerated pace and reduce U.S. lead time
advantage in certain important areas of research and development. °

‘Notwithstanding these warnings, the U.S. Covernment has not taken the

initiative to deny our adversarles that which they need to cut thelr -

‘production costs, shorten their production times, and improve the qualicy..

of military products that may someday be used agalnst this nation.

Over the years, efforts to control or restrict the dissemination of
unclassified technology with military application has met with resistance
from various quarters of the govermment, industry, and the scientific
community. Moreover, Congress has continued to press for legislation o
that would encourage public disclosure, the most obvious example being
the enactment of the Freedom of Information Act. This legislatlon, in

" particular, tended to create an attitude within the government to push

scientific and technical data Into the public domain. Indeed, the theme.
of "openness in government,” established in law, is carrled through a
wide variety of DOD issuances that establish mechanisms through which
technology may be transferred. : C -

Though the DOD shares the view that we cannot totally stop our
adversaries from acquiring the military-related technology in a free
society and that stemming the flow of such technology is, in-1tself- - - -
complex, the Deputy Under Secretary of Defense (Policy) directed that a.

- report be developed to formulate recommended actions that could be taken

unilaterally by the Department to bring about more effective control over
important military technology. : .

OBJLCTIVES

The objectives of this effort are: 1) to 3eve10b pethods designed to‘
give effect to control of U.S. militarily—significaﬁt'technology within

DPOD and defense tndustry, given the parameters of 1.S. laws and

implementing regulations; 2) to focus attention on principal nechanisms

' through which unclassified technology with military application is

transferred; and 3) to identify any weakness in these mechanisms and

_ propose a methodology to jidentify technologles to be protected.
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U.S. Laws

Statutory limitations governing the.control of unclassified E

technology with military application, are found in the Mutual'Seéurity
Act of 1954, as amended, the Arms Export Control Act of 1976 and the

" Export Administration Act of 1979. These laws govern the export of - _
goods, services, and related technical data from the U.S. as well as the -

access of forelgn nationals to such items in the U.S.

From these laws and their implementing issuances, 1t is clear‘thét

the President has authority to control the export of unclassified

techoology- Further, we believe, that through Presidential delegations, -
the Secretary of Defense has a pandate to fully implement the provisions
of the export control laws as their provisions govern information owned o
by, produced by or for, or under the control of the DOD. Moreover, we s
are of the view that it is a prerogative of the Secretary of Mefense to
interpret the laws and implementing regulations as they pertain to thils
body of material. Therefore, it would appear that actions taken by the.
Secretary of Defense to control unclassified technology with military
application in both the DOD and Defense industries would be consistent -

with the letter and intent of applicable law. .

. For controlling this valuable technology,.however; the provisions of
existing U.S. laws appear to work at cross purposes. For example, if
unclassified technical data that is related to items on the Hunitions
Control List were in government records and such records were requested
by a member of the public under the Freedom of Information Act (FOIA), .

- there is no basle in law to withhold the data. Once the release is made,
control of the technical data 1s lost and it would appear that.under.the
provisions of the export control laws and implementing regulations, the

requester could export the data without: benefit of license.

A proposed protective exemption allowing government agencles to ~
withhold "technical data” that may not be exported without an approval or -
l1icense has been recommended by this Administration to amend the FCIA. o
Historically, Congress has been reluctant to amend the FOIA by adding
more exemptions. However, Congress may not be so hesitant in amending
the export control laws to make it explicit that {nformation subject to
guch laws may be withheld from public disclosure under the (b)3 exemptlon
of the FOIA on the basis of their finding that public disclosure of

jnformation subject to guch laws 1s tantamount to export.

poOD has also developed a proposal to amend title 10, United States -
Code, to provide authority to the Setretary of Defense to regulate the -

dissemination of jnformation the disclosure of which outside the.

Covernment could reasonably be expected to result in the loss of a
significant military technological or operational advantage to the U.S.
If such legislation were enacted, such information could be withheld froo
requestors under the (b)3 exemption ("withholding statute™) of the FOIA.
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Ve support these DOD efforts to exenpt from public disclosure
unclassified technology with military application and recommend that poe
continue to urge correctlve legislation that could take the form of
either: . ’ .

- An amendment to the FOIA 1tself;
- An smendment to the Export Administration Act and the Arms
~ Export Control Act; or N : -
- By separate legislation that would become withholding statutes

under section (b)3 of the FOIA.

Preaidential'niréctive'

If legislative initiatives are unsuccessful, consideration might be
given to expanding the use of the classification systen to protect the
technical data of concern. . - ' : R S U

A Presidential order has already been promulgated that provides the .
proper classification of information and its safeguarding agalast '
upauthorized disclosure. Indeed, & substantial opumber of people 1o toth
government and industry have expressed the view that -
pilitarily-significant technology could only be protected against public
disclosure and foreign dissemination by use of the classification system. .

A proporal was developed by the POD to introduce & fourth level of
classification,.'Restricted” to be applied to inforpation, the o
unauthorized disclosure of which reasonably could be expected to cause
the loss to the U.S. of a technological or military advantage and- thus
require protection in -the interest of national security. As an
alternative to the *restricted” proposal, DOD also has under
consideration a concept for the application of the Confidential
classification to this body of material with modification of the 77
safeguarding-requirements that would permit less restrictive access and
handling. The advantage in using a securlty classification to protect
militarily-significant technology is that guch information classified -as
either "pestricted” or cConfidential may be wittheld from requestors under
the FOIA. The disadvantages would be that classification of this body of
information would oot be cost effective and would impede U.S. research,
development'and.foreign parketing operations to an unacceptable degrees

If 1t becomes necessary to resort to classification as a means to . . .
control this body of material it might best be achleved by: ' :

"~ Creating a fourth level of classification with reduced hanfling
requirements; OF by ‘
- Usipg the Confidential-classification with similarly reduced -

safeguarding requirements.

T e SRRV R R L
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It has been & long-standing policy of ‘the DOD to maximize, conslstent
with interests of pational security, the amount of i{nformation provided .
to the American people about DOD operations apd activities. This theme

. i carried through most pop Directives and Instructions that establish
mechanisms through which unclassified technology with military - '
application s transferred to foreign entities. GCenerally, provision is
pade throughéut these jssuances to protect classified {nformation agalnst
unauthorized disclosure that may be subject to transfer through the
mechanism established by the Directive OL Instruction. Fowever, little
attention focused on the need to control unclassifled technology with
military application, whether or not it is related to classified
{nformation, that may be transferred through such pechanisms. Further,

- very few of the issuances permltting or requiring release to the public
{nvite attentlon to the export restrictions under law that-are applicable
to the information processed~through such mechanismse. -

' In most CREes, the DOD issuances revieved also do not make it
explicit whether they apply to industry. Nevertheless, for most programs
established by these . issuances, defense industry is perhaps the principal
developer of, and primary repository for, unclassified technology with
military application. : L : - " B

 Though the "openness” theme is a comnnendable one in out soclety, with.
certain knowledge that the Soviets and others are acquiring U.S. - -
technology to their advantage and to the detriment of U.S. national
gecurity interests, each of the DOD issuances permitting or requiring
release of {nformation to the public needs modification to ensure that
unclassified technology with significant nilitary application i denled.’
our adversaries. P o '

Recommendations

Accordingly, we tecoﬁmend that:

- The Secretary of pefense cause the immediate'review'of the DOD
Pirectives and Instructions that permit ot require the release
of information to the pudblic for purposes of providing for the
. protection of unclassified technology with military appllcation;~
. .- As an interim measure, the Secretary of pefense should establish
-t : .- criteria for {dentification of those nilitary technologlies )
- considered significant, and should direct POD components to take
appropriate actions to ensure that technologles that peet such
criteria are not disseminated to the public or otherwise '
provided to foreipn nationals. e : :

FUT S SRS

b ITCIPAL MECHANISHS THROUGH WIICH TECHNOLOGY IS TRANSFERRED -
?% 'Discussion'
“t - There 15 8 wide varlety of mechanisas through which unclassified

;E ' _technology with military application 1s transferred both legally an
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f1llegally. For putp;!!L of this report, they are con idated into six
general categorles; public release, clandestine, sales, exchange
agreements, meetings, and international corporate arrangements. . Fach is
treated in detai) in the main body of this report. :

Ve find that within each mechanism, adequate provisions is wade for
the protection of classified technological information against
unauthorized disclosure and that foreign access to this body of
information is controlled effectively under the National Disclosure
Policy. However, as pointed out above, the issuances governing these
mechanisms generally fail to provide for the protection of unclassified
technology with military epplication against public disclosure and .
foreign access. Thus, important technical data is easily scquired by our
adversaries through a number of channels. We also find that personnel in
both DOD and its contractor facilities who process information through
these varied mechanisms are uocertain as to what technical data needs
protection against disclosure because of a paucity of top level
guildance. For example, they view the Milltarily Critical Technologies
List (MCTL) as vague in 118 application. The MCTL is not a control list
per se por does it preclude public disclosure of the items licted.

For information generated within or processed through the pechanisos .
in place in DOD and industry for the dissemlnation of technology, there
is no standard that is uniformly applied to each such mechanism to g
protect unclassified technology with military application against public
disclosure and forelgn access.

Recommendations

To provide for more effective control over unclassified technology
with military application that is processed through such transfer '
pechanisms, we have recommended specific actions that, if adopted, would:

- define critical technology and establish eriteria for

identifying such technology; ' '
- apply such definition and criteria uniformly to all mechanisms
through which technology is disseminated; and
- establish guidance for the use of all DOD personnel and .
contractors that would form the basis for determinations
 relative to public release approval, export license
applications, patent applications and disclosures at symposla,
geminars and other public meetings. :

" METHODOLOGY IN IDENTIFYING ELEMENTS OF INFOPMATION THAT REQUIRE CONTROL
Discussion ' . .

In~depth discussions were held with over two hundred people in
government and in industry who are directly involved in operations that
deal with the handling of unclassified technology with military
application. Though these people expressed different views on how this
fmportant information should be controlled, there is a consensus 2mong
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An unclassified April 1982 CIA report, "Soviet Acquisition of Western
Technology,” deecribes the Soviet program to acquire U.S. and Western
technology and projects Soviet priority rechnological needs for such
technology through the 1980's that could someday £ind application in.

" weapons used to threaten the West. We found that the CIA report is
favorably accepted throughout the Executive and Legislative Branches and

because it 1s unclassified, it may be generally circulated.

Notwithstanding its obvious usefulness in focusing attention on the

. technology transfer problem and lending guidance as to what to protect -
agalinst, 1ittle has been accomplished in the way of utilizing the report
in such & manner. In our view, this report appaars to be a loglical place
for POD to begin to set its priorities for the control of unclassified
technology with military application. The projected Soviet technological
needs and acquisition targets through the 1980°s, identified in the CIA
report, are nearly all defgnse—related technologles. It 1s reasonable to
agsume that certain elements of information comprising the technologies
are classified and are adequately safeguarded against unauthorized
disclosuré. There is & substantial amount of information, however,
related to these technologies which, though unclassified, will assist our
adversaries to an {mmeasurable degree to acquire the total technology 1f .
these elements of infornation continue to be uncontrolled. It is this

information that needs to be identified.

Ue believe that the task can be accomplisﬁedlin a manner similar to
that used by DOD to identify for each classlfied program, project, and

systen the items of information within these programs. that are

classified. Under this procedure, program, project or systems pa
in accordance with DOD guidance, identify 1ltems of jnformation within
.their respective areas that are determined to require classification.
, In the case of unclassified technology with military epplication, the
approach would be to develop statements for each technology or equipment
identified by the intelligence copmunity as gsoviet priority targets,
identifying unclassified aspects of such technology or equipment that .

~ ghould be protected apainst public disclosure and foreign disseminatlon.:
Ve do not contemplate the development of another Militarlly Critical .
Technologles List in different form. Instead, we propose the preparation
of a statement for each technology already jdentified as a Soviet high
priority target that would serve as an advisory as to what there is about .

to its acgquisition.

FLYRL R A] ene i,

and not as complex as &one would believe.
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i that technology that is important for an adversary to learn to lead him

The preparation of such guidance statements may appear to some to be
a formidable task. However, to the many englneers, research and
developnent people and others from whom we solicited views on this
gubject, the accomplishment of the task in considered feasible, pract
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This task could be accomplished by forming small Task groups for each
technology identified, comprised of knowledgeable representatives of the
research and engineering staffs of the Secretary of Defense and affected
military departments and representatives of DIA, or other appropriate
intelligence components. These teams would be charged to prepare a
guidance statement on each technology to fnclude information that is .
determined to be unclassified but nevertheless wmilitarily-significant In
the sense that it is not possessed by, or available to, potential
adversaries and which, if acquired by them, would permit a substantial
advance in their military capabilities or lead them to acquisition of the
technology of concern. For each technology, the team should be isolating
that body of unclassified information that satisfies one or more of the
following criteria: : . :

.. = it contributes to the superior characteristics (perforﬁance,
" .rellability, maintainability or cost) of current military
systems; : o ' :

- it relates to specific military deficilencles of a potential
adversary and would contribute significantly to the echancement
, of their military mission; "
- it concerns an emerging technology with high potential for
- having a major impact upon advanced weapons systems. Such .
statements should be reviewed on, at least, an annual basis and’
changed as new information 1s developed. , o

The guldance statements should be widely diesepinated to DOD systems,
projects and program managers, Defense contractors fnvolved in covered
subject areas, public affalrs officers, and export and patent application

. case processors. These statements should alsc be passed to the Office of
il Munitions Control of the Department of State and the Office of Export
" Adbinistration of the Department of Commerce together with a’request that
these offices, in turn, caution the commerclal sector and seek their -
- cooperation in controlling such information. ‘ R
These guidance statements would provide the basis for precise )
 identification of unclassified data elements of information related to
- Pefense programs, projects or systems, whether classified or
unclassified, that fn any way involve the technology to which the
guldance pertains. Once the data elements are identified by LOD program,
project, or systems managers, that identification needs to be conveyed to
those who generate, acquire or access the information in government and
industry together with instructions relative to control and disclosure.

Recommendations .
Vle recommend that: .,

- DOP establish priorities as to what unclassified technology with
. military application needs to be protected with the focus of the

o effort centered on the technologies already identified by the

- U.S. intelligence community as Soviet priority targets.
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- Task groups b!ome‘d for purposes of develop a8 guldance.
statement relative to each such technology. : :

- . ‘The guidance statements be used to satisfy the Secretary's
statutory responsibilities to specify vhat unclassified
“rechnical data” is subject to export licensing requirements.

- The guidance statements be widely disseminated for use of

license and patent application case processors, public affairs"

officers and more particularly, to DCD program, project, and

systems managers Lo jdentify data elements of information within

each such activity under their jurisdiction that require control. .
-  Disclosure decislons be based on such guldance and the published

definition and criterla for critlcal technology.

METHODOLOGY FOR NOTIFYING INDUSTRY OF ITEMS JCENTIFIED AS BEQUIRING
CONTROL : ' . L o
Discussion

Much of the information that is addressed in this report 15
generated, acquired, or otherwise handled through DOD contractual

arrangements with industry. It is through such contractual arrangements
that the DOD can fdentify to industry that information determined by the

DO to reqﬁite_protection.agalnst-public disclosure and forelign.
dissemination. o 7 :

A contract specification form could be used as an instrument to
jdentify for industry elements of unclassified 1information that ate
militarily-significant technology and aré required to be approved for .

public release by the DOD or are required to have export license prlor to !

.foreign dissemination. This instrument could be made part of the.
contract and would obligate industry to protect the informatfon
tdentifled thereln as POD desires that it be protected.

Recommendation -

_ Ve recommend that Defense Acquisition Regulations prescribe that
unclassified technology with military application requiring protection
‘against public disclosure and foreign access be identified in the
contract (classified or unclassified) by means of suck a contract -
" specification. : : ‘ C : ‘ '

ALTERNATE METHODS OF CONTROL

‘Discussion o e

There are four methods of connrolling unclassified technology with -

‘military application that we believe are worthy of consideration. The
- first 1s control'by classification. ‘ L
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- A substantlal nunber of people in both gove*ment and industcy
have expressed the view that unclassified technology with

" military application cannot be protected unless it 18’ :
classified. -The existing three—tier classification systen has
pot been effective in protecting this body of information. The
basic reason is that -information related to this technology has
not, standing alone, appeared Lo meet the damage criteria
established by the applicable Executive Order. Also,

_ classification of currently unclassified technology with

" military application even at the lowest level now prescribed in
the security classification system would require the imposition
of safeguarding requirements that would be unacceptable to
many. Those who previously had free access to this information
for research 'and development, and marketing operations both -
foreign and domestic, would be impacted adversely. -

- Inm recognizing these concerms, the DOD considered introduction ’.
of a fourth level of classification with a lower threshold than
the current damage criteria. 1f. this proposal was adopted, then
information that could be fdentified as critical technology
could be classified and protected adequately against s
qnauthorized disclosure. The safeguarding requirements
associated with this fourth level of classification would be
different and less stringent than those now in force for
toformation classified at the Confidentlal level. An = .
alternative concept under consideration by DOD would be the use
of the Confidential classification with gimilarly less -

" restrictive safeguarding requirements. Either way, the
{nformation of concern would be classified pursuant to an
Fxecutive Order and exempt from mandatory disclosure under the
FOIA. . : : , _ : , o

Secondly, control of unclassified technology with military . . o -
* application in industry and the DOD could be effectuated by the . :
imposition of standard safeguarding requirements that, though less
stringent than those prescribed for classified informatlon, may suffice
to protect this information against public disclosure and forelgn '
dissemination. Such requirements would be imposed on Industry through -~
. contracts or other legally binding documents and would be made applicable
s to DOD by regulatory issuances. ~hege safeguarding requirements would
o not preclude the public disclosure of information under the FOIA.
9 Nevertheless, thelr application would have the effect of stemming the
initial flow of the information into the public domain. '
: As with classification, these refjulrements would involve some costS
to both government and industry, and may result in impeding the flow of .
information between U.Se entities. : : - :

A third method of control of unclassified technology with military
application would {nvolve & contractual arrangement of agreement between
the POD and the defense contractor whereby the contractor would be
obligated to protect such {nformation by the inplenentation of self - °
imposed controls. The contractor would be advised that unclassified
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specification is »Technical Data™ as that term is u in the export e
control laws and regulations. The contractor would also be notified that
such information shall not be disclosed publicly nor accessed by foreign
pationals without specific authorization of the contracting activity or
by export license. The contractor would be obligated to protect the
information accordingly. Violation of these requlirements would be
tantamount to violation of the export control laws and could constitute a
violation of the contract ftself. The Defense Investigative Service, for
classified contracts, and the Defense Contract Audit Agency for
unclassified contracts, would oversee implementation. This proposed
method of control would be favored by industry io that the procedural -
requirements for effective implementation are left to their discretlon.
However, the *controlled” information still remains subject to disclosure
under the FOIA. - : . - : S :
The fourth method would be to protect the information in industry as
proprietary data 1s protected. o I :

-  Defense contractor representatives gave a clear indication that
there is no standard method nor are there established sets or .
‘rules applicable to the protection of proprietary data agalnst
public disclosure. Notwithstanding this lack of uniformity, it .
16 generally viewed in industry that the methods used to protect.
proprietary data satisfy corporate interests. :

- It would not appear -prudent for the Government to accept a
company's assurance that 1t will protect "technical data” as
"proprietary data” without certalin knowledge of the adequacy of
the limitations applied. The most serious flaw in this method
i{s that without any additional constraints, industry would be
free to disseminate the information idéentified by government as
they are now free to, disseminate that which is proprietary to’
the company. This could include disclosure in foreign.sales and
parketing when it was in the interest of the contractor.

Recommendations

Concerning these methods of control, we recomhend the third -
alternatlve cited above be adopted, and that: .

3 ' - The Defense Acquisition Regulations should be amended to require

2 . N ' that every contract (classified or unclassified) involving - =

4 unclassified technology with military applicatlon.ldentified as

- requiring protection must centain a provision that the :

contractor shall not disclose such information to the putlic, or
- otherwise permit access by forelgn nationals without specific

_ authorlzation of the contracting authority or as may be

. permitted pursuant to an export llcense, and that the contractor
agrees to adopt measures O protect this information accordingly.

g i Sdind el

‘10'
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- The Defens!nvestigative Service and the [dnse Contract Auvdit
Agency should be directed to monitor compliance. '

- An extensive education and awareneéss program be undertaken
immediately that is designed to convey the requirements of these
{nitiatives to DOD employees engaged in export license cases,
patent application cases, public affairs review and to
contractors performing in affected programs. :

~ SUMMATICH

There has been and continues to be a significant loss of valuable
U.S. unclassified technology with military application that 1s easily
acquired by our adversaries, thus providing them with the means to
increase their military potential to the detriment of U.S. natlional
security interests. Iun our open society, it is neither feasible nor
desirable to control totally this body of lmpertaat information.
Consequently, we must set our priorities and protect that which we
possess in ways that are both practical and appropriate.

: A coherent U.S. program to control the loss of unclassified’

. : technology with military application must be established. First, the
laws that fmpact on the control of this valuable data must be amended to
make them compatible rather than working at cross purposes, €«g., the
export control laws vs. the Freedom of Information Act. Next, Goveranment
must identify that information that is deternined to require protection
against public disclosure and foreign access with a greater degree of
precision. .

Within the DOD and among its contractors, mechanisms need to be ]
establighed to ensure that uniform and comprehensive controls are imposed
over the information in question. In this connection, it should be noted
that whatever system of controls 1is {nplemented, it is likely to be ‘
ineffectual without full cooperation of both government and industry.

The Department of Defense, working within the parameters of existing
laws and implementing regulatioms, is obligated to define what '
unclassified technology with military application requires control and te
set forth criteria to assist DCD officials and defense contractors to
fdentify the information deserving protection. Such definition and
criteria should be applied uniformly and comprehensively to all
mechanisms through which technology is transferred. There I8 a =~
particular need for guidance at the lower echelons of command and
supervision on which to bage determinations relative to what can be sald
publicly about a particular technologye.

Finally, the respounsibllities for effective implementation of thils
program must be vested in one controlling OSD office.

1
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A. The loss of unclassified techniéai dat; that is related to

technologies with significant military application is a sericus na

tional .

security problem.

'1. ‘There is a consensus in gpvernmentvand {ndustry that the Soviet
Union has benefited gubstantially from its acquisition of Vestern
technology with military application, and that its efforts are

unlikely to abate in the 1980's.

2. Soviet successes in acdﬂiring this valuable data have enabled
them to build higher quality weapons systems &t lower costs and in a-

_ shorter period than would otherwise have been the case.

- 3. Soviet acquisition of Vestern technology has also enabled thenm to
build countermeasures to U.S. systems in a more rapid and effective .

manner than would otheérwise have heen the case.

- 44 The ;echnélogicai advéntages ﬁistofically enjoyed'by the Unitedv':”
States has been eroded by the Soviets' collection and utilization of -
Vestern technology thereby causing the U.S5. to spend more on its

military programse

 B. Total control of unclassified technology ﬁithrmilitary application'in.

_ our open soclety 16 nelther feasibie nor desirable.

1. .Governmental restrictions upon. private enterprise with respect to

the development of such technology using its own resources are

contrary to the system of free enterprise, and may actually- work-to
the disadvantage of U.S. pational security Interests by frustrating
gpdustrial initiative and cooperation. While the government might

encourage voluntary restraint on the part of private Industry
‘developing or selling technology of obvious and significant m

in

{litary

“application, government efforts to restrict guch activities should

" pot extend beyond the export control laws.

2. For work being performed pursuant to government'contréct;

however, the government hag the right, 1if not the responsibility, to

ensure that the benefits of technology developed under its
sponsorship are retained by the United states for as long as

. possible. This implies limits on what may be disclosed to the public
as well as what may be exported to or accessed by other countries or

their representatives.
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C. A éoheren£ fo ram to control the loss of-uncldssifled technolo

with military application produced pursuant to government contract does
not exlst. : . : . .

1. Export control laws do not adequately control unclassified _
technical data related to technologles with pilitary application, nor
is there an effective means of otherwise controlling its public
disclosure and forelgn access. o Co .

2. Existing export control regulations leave open to broad

interpretation what technical data is subject to export licensing
requirements. ' :

. 3. Existing export:conttol regulations,‘though’retognizing that =

public disclosure is tantamount to export by exempting from a.
specific export license requirement that which is released to the
public, do not in any way restrict domestic dissemination of
technical data subject to export licensing requirements.

4., The Freedom of Informatiom Act does not exempt technical data
that 1s subject to export controls from release to the public.
Insofor as DOD is concerned, this has resulted in such data, as &
general matter, being affirmatively pushed into the public domain
through a number of mechanisms without regard for whether it may be

gubject to export control laws and regulations.

5. Internal DOD policles governing the control of unclassified

technical data with military application are inadequate not only in
terms of their failure to recognize and restrict public dissemination

. of and foreign access to technical data subject to export-controls,

but also because these policles are not, in all cases, made
applicable to industry by contract or other legally-binding document.

« The ke¥ ingredients.ln estéblishins a coherent system of control'are‘
" the ent cation of what tec nical data with military agglication

Tequires protection against public disclosure and forelgn access, and the

establishment of priorities for such protection. .

1. Under existing statutes, the Secretary of Defense is given broad
authority both to recomnmend changes to U.S. export control lists, and
to contreol the export and dissemination of defense goods, services,
and related information within DOD and defense industry. These
authorities place him in a unique posltion to prescribe what
»rechnical data” shall be subject to export and dissemination
controls, and to establish priorities for the protection of
foformation so identified. -
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2. The U.S. intelligence community has provided a basis upon which
guch determinations could be made, but TOD has not yet.set its :
priorities for nor identified with any precision that technical data
that should be protected in either the export control process ©Or by
mesns of other dissenination controls. The Militarlly Critical
Technologies List produced by DOD pursuant to a requirement of the
Export.Administratlon Act of 1979 has pot served these purposese

3. Both goverament and industry people who handle unclassified

technology with military application on a frequent basis lack

sufficient guldance a8 to what segments they should protect and in
what order. -They strongly urge the development of such guildance.

E. The varied pmechanisms in place in both the POD and among its
contractors, through which unclassified technology with military o
application is transferred, are deficient in the senee that they fall to
ensure control over the information in question.. -

1. Current DOD policies and procedures governing the public
disclosure of, and foreign access to unclassifled technology with C
military applicatlion do not provide sufficiently comprehensive =
protection agalnst the loss of such information through the variety :

of mechanisms discussed in Part V, gection B, of this reporte. -

9.. Effective controls are not imposed on unclassified technicel data
_generated, acquired, or otherwise handled by defense contractors,

except insofar as such data 1is related to 2 classified contract nor

are there effective and practical methods io. place for the :
enforcement of such controls. RO L . L ST .

F. It is feasible to establish controls in DOD and cefense industry to
protect unclassified technology with oilitary application from public
dIsclosure, oOr access by foreign natlonals withouts: (1) incurring
substantial costs; {3y inhibiting the charing of information within
government and industry; (3) inhibitiog the abllity of private concerns
to do business with pop; or (4) impairing the capability of defense
- {ndustry to compete successfully in both domestic and international
conmercee. Notwithstanding, without full cooperation of both government
and industry, the 1mp1ementation of any system of controls 1s likely to
be ineffectual. ' ' : .
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vII. RECOMMENDATIONS C ‘

A. TO PROVIDE FOR A COHERENT SYSTEM OF CONTROL:

1. Legislation should be gought that, 1f enacted, would exempt

technical data, gubject to export control requirements,

from the

provisions of the Freedom of Information Act (FOIA). Such -

Jegislation could take the form of either:

ae an amendment of the FOIA 1tse1£, guch as that proposed by o

the Administration; (See Part Vv, Sece A.3.D)

b. amendments tO the Arms Export Control Act of 197673sd the

Export Adpinistration Act of 19793 or

_c.v by sepaiaie legislation that would becomé »withholding
statutes” under section b (3) of the FOIA. (See Part v, Sec.

A-3 o_b- and c.)

2. Though not viewed as preferable, if these legislative initiatives
are unsuccessful, consideration ghould be glveo to expanding the use
of the classification system to exempt such data from the provisions
of the FOIA and othervwise protect it from public disclosure and o
forelgn acceess This might be achieved, 85 poD attempted earlier, by
creating a8 fourth level of classification with reduced handling
requirements, or by establishing such reduced requirements for a
particular category of_information (e.g- techknical data with military
“application that is required to te protected under specific
_criterial, classified at the CONFIDENTIAL level. (See part V, Sece.

.'Aof)od. and d.)

3. By directive OT other appropriate policy instfumesg:.fﬁe-

: Sgsretary of Defense ghould define unclassifled technical dats that

ghould be‘protected against public disclosure and forelgn access and . .

get forth criteria to assist 1o tdent ifying such datae.

s, This definition and criteria should be applied vaiforny o
: : , throughout the pop and defense industry to form the basis for
3 : + - maklng determinations relative to, inter alia, public release

jnformation:

S I.C;.-:-Mf-:lf»‘».r‘v"..\f" e

. adversarlies;

i . ' approyals, export license and patent applicatlons and
disclosures at syuposia, sepinars & d other public peetingts

‘bs guch issuance should pr&scribe.that technical data defined
therein ghould not be disclosed'publicly or exported without
gpecific authorization vhen it camn be determined that the '

(1) .1is not already possessed by, ot avallable to poten;ial

- (2) provides an advantage in terms of the performanceé,

? o ' o reliabliliry, paintenance, OF cost of current U. S. military
3 gystems over gystems currently employed by advqrsaries;
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{3) relates to specific known deficiencles in the

capability of potential adversaries, and would Contt;Bnt_f -

significantly to

such capabilitlies; ot

(4) relates to ag emerglog technology with high poteantial
for having a major impact upon advanced weapons systems of
the United States. . ' CeL

L. Pending promulgation of the issuance recomnended in paragraph 3.,

above, the gecretary of Def
Components, ghould express
technology with military ap
_ data that is determined to

ense, by memorandum to heads of DOD

his concern over the loss of unclassified B

plication, define unclassified techaoical
require protection agalost public

~ disclosure and forelgn access, and caution against guch disclosure..

B. 70 IDENTLFY WHAT TECHNICAL DATA SHOULD BE PROTECTED

1. Over and above the act
(definition and criceria),

lons recommended 1n paragraph 3.:-above
the Secretary of Defense ghould direct .

that an effort be {nitiated {mmediately, using the following :
pethodology, to {dentify unclassified technical data with milirary

application that cequlres p

.ae. The effort should

rotectlion:

take as its starting point those-'A

technologies already identified by the fntelligence conmunity as

being of military sign
‘goviet Unton. (See Pa

be accomplished on an

{ficance to, and priority targets of, the.

vt V, Sec. D.4). If further ref inement of
this Soviet priorlty target list is believed rgquired, it should

expeditious basis.

b. Por each such technology or class of technologles;-a-team,

consisting of knowledg
englneering staffs of
Departments and repres
fatelligence component
frame, a guldance stat
the unclassifled techn
that rvequires protecti

eable representatives of the research and-
the Secretary of Defense and the Military
entatives of DIA, or other appropriate

s, should develop within a 30 - day time

ement that would jdentify in generlc terms

cal data related to each such technology
on under the cciteria established by the

- gecretary of Defense (See reconmendation 3. above.). These
~ guldance statements should also include, if the legislation

‘mentioned under reconm
-gtatement to the effec

ondation A.l, above, were enacted, 8
t that technical data, 80 tdentified, may

be withheld under the FOIA..

¢. The guldance stacements ghould, to the extent praéticable be

reviewed by, and conments golicited from, affected program,

project and systems ma
contractor representat
fields of endeavors.
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d. The guidance statements developed as 8 I t of this’
process should be approved by the Under Secretary of Defense for
Research and Engineering, and, once approved, given wide .
circulation throughout DOD and affected defense contractorse.

. 7The guldance statements should be used as the basis for: -

(1) satisfaction of the Secretary's statutory : -
.responsibilities to speclfy to the Sacretarles of State and

" Commerce what unclassified “rechnical data” is subject to :
export licensing requirements; : o : -
(2) TOD processing of export licensing and patent

‘application cases; : : - .

© (3) the {mposition of controls upon dissemination of o
3nformation to the general public, ot otherwise to forelgn- .~

. pationalée o e L : ‘

2. Review for currency. of the technologies of concern, and the -
guidance statements relatlng thereto, should be acconplished at least
annually and ghould be subject to change at any time based on new
i{nformatione ' ' : . .

¢. 70 ESTABLISH MECHANISMS OF CONTROL: .

1. The Secretary of pefense should direct that the Defense
Acquisition FRegulations be amended to require for every contract
fnvolving technical data that requires protection, as determined by
the contracting activity, provisions that contain the following
features: ' . : . S : .
a. .The contracting activity would be obligated to describe to
the contractor the technical data {nvolved im, or pertinent to,"
the performance of the contract that is determined to warrant
ptotectlon'against public disclosure and foreign accebs. This
Adescription would be included io a contract specification;

b. The contractor would undertake not to disclose .the
information &0 jdentified to the public, or otherwise permit
access. by foreign nationals, without specific authorization of
the contracting authority or as may be permitted pursuant to an
export license; T : : . : o

[ TR DL IIRE

A

c. The contracter would be required to establish internal
procedures to 1mp1emenh:the'requirements described in be,

above. The contracting activity should, to the extent :
practicable, deternine the adequacy of such procedures prior to
the award of a contract; and ‘ '

d. .The contractor should be placed on notice that such
procedures may be subject to inspection by the Defense
Investigative Service (where the firm holds & classified
contract) and/ot the Defense Contract Audit Agency (where the
-firm holds an unclassified contract), and that failure to
establish and/or abide by such procedures may constitute grounds

" for the imposition of a range. of aduinistrative sanctlons from -
warning notice to termination of the contract.
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2. The Secretary of Defense ghould direct that a- pOp directives
and other issuances that relate to pechanisms through which
technology 1is transferred and that are identified in the Appendix to
this report, be reviewed and amended, &8 appropriate, to prohibit the

release of technical data that is determined to warran

t protection-

agalnst public disclosure OT foreign access without speclfic .
_authorization. usD (R&E), ASD (pA), and DUSD (P) should jolntly

mpnitor this effort.

. D. TO ENSURE COMPLIANCE:

. 1. The Secretary of béfense ghould deslgnate 8 single OSD staff
office to have reaponsibility,for the implementation of actlons

carried out pursuant to this initiative.

9., The Defense Iavestigative gervice and the pefense Contract Audit
Agency should be directed to monitor compliance with the requirenents

of Sec C., above, and report their findings to the app
‘gtaff element on &8 pericdic basise. .

ropriate 0SD

3. An extensive education and awarenesb program, designed to convey

the requirements of this initiative to DO employees engaged in

- export 1icensing cases, patent application cases, public affalrs
review, and to such employees and contractors involved in affected
programs, should be jnstituted immediately after the features of the

program have been developed and approved.

4, Appropriate administrative peasures should be taken

to redress

violations of the requirements imposed under this program.

A ‘ o . s . .- . s . -
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